Disabling Windows Print Spooler
Service on AIDA HD Connect (CVE-
2021-34527)

August 17, 2021



Overview:

The objective of this document is to illustrate how to disable the Windows Print Spooler service to
mitigate the Microsoft Windows vulnerability CVE-2021-34527 on AIDA HD Connect (WES7 system).

Procedures:

1. Admin mode
Logon System as an admin user. Select System -> Admin Mode
1o

Settings System

b Print Show user on Ul

m Still Images

& video / Audio

Thumbnail Audible Feedback

No Limit

Enable Channel 2
Login

Network / Export Admin Mode
ﬁ DlCOM Calibrate Touchscreen
E‘j Info

Set Time & Date Reset Touchscreen

[ P ]

Sot keystore password Mandatory Patient Info Fields

i . | e |

Patient Info




2. Exit to the Windows OS

Exit To Operating System?

3. Select Control Panel

Administrator

Control Panel

Log off

4. Open the System CMD Window
Type “C:\Windows\System32\cmd.exe” and press enter
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5. Run Powershell

|II

Type “powershell” on the command line and press enter



B Administrator; CAWindows\System32\cmd.exe - powershell

Microsoft Windows [Uersion 6.1.T7601]
Copyright (c) 2018 Microsoft Corporation. All rights reserved.

C:\Windouws\system32>pouwershell
Windows PowerShell
Copyright (C) 2009 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> _

6. Get Print Spooler Status
Run “Get-Service -Name Spooler” to check the status



@ Administrator; CAWindows\System32\cmd.exe - powershell =" =] @
PS C:\Windows\system32> Get-Service -Name Spooler

DisplayName

Print Spooler

PS C:\Windows\system32> _

7. Stop Print Spooler Service
Run “Stop-Service -Name Spooler -Force” and check the status “Get-Service -Name
Spooler”. The status of Spooler should now be “Stopped”.



@ Administrator; CAWindows\System32\cmd.exe - powershell =" =] @
PS C:\Windows\system32> Get-Service -Name Spooler

DisplayName

Print Spooler
PS C:\Windows\system32> Stop-Service -Name Spooler -Force
PS C:\Windows\system32>

PS C:\Windows\system32> Get-Service -Name Spooler

Name DisplayName

Stopped Spooler Print Spooler

PS C:\Windows\system32>

8. Disable Print Spooler Service
To disable the Print Spooler service type “Set-Service -Name Spooler -StartupType
Disabled” and the Spooler service will not be run on system startup.



B Administrator: Ciwindows\System32hcmd.exe - powershell

PS C:\Windows\system32>

Name

Running Spooler

PS C:\Windows\system32>
PS C:\Windows\system32>
PS C:\Windows\system32>

Name

Stopped Spooler

PS C:\Windows\system32>
PS C:\Windows\system32>
PS C:\Windows\system32>

PS C:\Windows\system32>

Get-Service -Name Spooler
DisplayName

Print Spooler

Stop-Service -Name Spooler -Force

Get-Service -Name Spooler

DisplayName

Print Spooler

Set-Service -Name Spooler -StartupType Disabled
Get-Service -Name Spooler
DisplayName

Print Spooler

9. Exit powershell and CMD

B Administrator; CiWindows\System32\cmd.exe

PS C:\Windows\system32>

Name

Running $Spooler

PS C:\Windows\system32>
PS C:\Windouws\system32>
PS C:\Windows\system32>

Name

Stopped Spooler

PS C:\Windows\system32>
PS C:\Windouws\system32>
PS C:\Windows\system32>

PS C:\Windows\system32>

C:\Windows\system32>_

Get-Service -Name Spooler
DisplayMName

Print Spooler

Stop-Service -Name Spoocler -Force
Get-Service -Name Spooler
DisplayMName

Print Spooler

Set-Service -Name Spooler -StartupType Disabled

Get-Service -Name Spooler

DisplayMName

Print Spooler

exit




10. Confirm Print Spooler service is disabled
Go into the Control Panel and select Administrative Tools -> Services
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11. Log off and Go back to the AIDA User Interface

Control Panel




Impact of the workaround:

Disabling the Print Spooler service disables the ability to print both locally and remotely. After
disabling the Print Spooler, no printers will be available for selection when displaying the ‘Select
Printer’ option.
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