
 

 

July 23, 2021       Security Notice CVE-2021-34527 update 
 
Microsoft (CVE-2021-34527) Windows Print Spooler Remote Execution Vulnerability 
 
Dear Sir or Madam, 

KARL STORZ has evaluated our current, legacy and branded products. The table below shows what products 
are affected by the Windows Print Spooler Remote Execution Vulnerability and what support KARL STORZ is 
providing for these affected products. 

Current Supported Products 

Product number Product Version(s) Operating System Solution Patch 
Availability 
Date: 

STREAMCONNECT StreamConnect Content 
Management Solution 
Versions 4.0 and newer 

Windows Server 2019 
Windows Server 2012 

Install 
Microsoft 
patch. KS 
verified patch 

July 1 2021 

 
 
Mitigation 

• Apply Microsoft Security Patch for the PrintNightmare Vulnerability. KARL STORZ has tested 
and verified that the patch does not cause any adverse effects to the product once applied. 

 
Impact 

• None. 
 

Product Risk Level (After mitigation/remediation applied) 
• Low 

 
Employ Good Network Hygiene Practices 

• Ensure data has been backed up and stored according to your individual processes and 
disaster recovery procedures. 

• Execute updates to malware protection, where available. 
 
Customers that maintain Virtual Machine (VM) system patches independent of KARL STORZ patch release          
should ensure these actions are performed to maintain the correct security posture of the system(s). 
 
 
For more information and instructions on how to apply the Microsoft security patch, please follow the link 
below: 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527


 
 
If you have questions, please contact your KARL STORZ sales representative, or contact us at the following 
address: techsupport@karlstorz.com 

 
 

mailto:techsupport@karlstorz.com

